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WHAT IS THIS GUIDE 
ABOUT?

This guide provides a brief and easy- to -  
understand introduction to the PETRONAS 
Code of Conduct and Business Ethics (the 
ά/ƻŘŜέ ƻǊ ά/ƻ.9έύΦ Lǘ ƛǎ ƴƻǘ ŀ ǎǳōǎǘƛǘǳǘŜ for 
reading and complying with the Code and 
other policies of the PETRONAS Group that 
apply to employees and directors in the 
performance of their duties, or to Third 
Parties engaged by PETRONAS as agents; 
intermediaries; to provide goods and/or 
services for, jointly with or on behalf of 
PETRONAS or a counterparty in a business 
transaction with PETRONAS; or as part of a 
contingent workforce such as interns, 
temporary employees, apprentices, 
protege s, gig workers and volunteers . 

You are responsible for reading, 
understanding and complying with the 
Code, other Group policies and 
procedures, and all applicable laws and 
regulations. Make sure you know the rules 
that apply to you. You are expected to seek 
guidance when needed.  

Joint venture companies  in which 
PETRONAS is a non- controlling stakeholder 
and associated companies are encouraged 
to adopt the Code or similar principles and 
standards. 

The Code, together with country 
supplements that adapt it to local 
conditions in particular jurisdictions, can be 
found online at www.petronas.com . 

Certain other PETRONAS Group guidelines 
and policies are available online on the 
PETRONAS website or the respective 
ŎƻƳǇŀƴƛŜǎΩ ǿŜōǎƛǘŜǎΦ 9ƳǇƭƻȅŜŜǎ Ƴŀȅ ŀƭǎƻ 
access these documents via the PETRONAS 
employee intranet or obtain them from 
their Human Resource D epartment.  

The standards set out in the Code, as 
adapted in some cases to local conditions 
through country supplements, are intended 

to apply in all countries in which the 
PETRONAS Group conducts business. 

All PETRONAS employees, directors, 
contingent workforce members and Third 
Parties are subject to the laws and 
regulations of the country where they 
work.  

Please be sure to contact your Head of 
Department (HoD), Human Resource 
Department (HR Department), the Legal 
Compliance Department (LCD) or other 
PETRONAS contact person if you are 
unclear about which laws and regulations 
apply to your activities, and how  they 
interact with the Code and other 
PETRONAS Group policies.

http://www.petronas.com/
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HOW DO YOU USE THE 
CODE?

The Code does not address every possible 
workplace situation or list all of the 
t9¢whb!{ DǊƻǳǇΩǎ ǇƻƭƛŎƛŜǎΦ /ƻƳƳƻƴ 
ǎŜƴǎŜ ŀƴŘ ŀǘǘŜƴǘƛƻƴ ǘƻ ǘƘŜ DǊƻǳǇΩǎ ŎƻǊŜ 
values and its commitment to legal and 
ethical behaviour should guide everything 
we do, whether or not  a situation is 
addressed specifically in the Code.  

To use the Code, you should:  

¶ Read through the entire Code. This 
guide is a useful introduction, but 
there are details set out in the Code 
that are not covered here.  

¶ Consider how the Code applies to 
you, and how it would apply to 
situations you have come across in 
the past or may encounter in the 
future.  

¶ Consider the questions and answers 
in this guide and use them as a 
starting point for exploring other 
questions you might have about the 
Code. 

¶ 5ƻƴΩǘ ŀǎǎǳƳŜ ǘƘŀǘ ƳŀƴŀƎŜƳŜƴǘ 
knows about or accepts behaviour 
that is inconsistent with the Code. 
Be alert and ask questions. 

¶ For purposes of the Code, any 
reference to approval by the Head of 
Department (HoD) refers to the head 
of department holding a position of 
General Manager or higher.  

¶ Raise your uncertainties to your HoD 
or your Human Resource 
Department, the Legal Compliance 
Department (LCD) or your 
PETRONAS contact person. A key 
goal of the Code  is to allow you to 
manage legal and ethical risks by 
informing yourself about the laws 
and policies relevant to your work .
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OUR RESPONSIBILITIES AS 
PETRONAS EMPLOYEES AND 
DIRECTORS

All PETRONAS Group employees and 
directors (executive and non - executive) are 
responsible for upholding the highest 
standards of conduct when acting on 
t9¢whb!{Ω ōŜƘŀƭŦΦ !ǎ t9¢whb!{ ǎŜǘǎ ƻǳǘ 
to deliver on its purpose to be άŀ 
progressive energy and solutions partner 
ŜƴǊƛŎƘƛƴƎ ƭƛǾŜǎ ŦƻǊ ŀ ǎǳǎǘŀƛƴŀōƭŜ ŦǳǘǳǊŜΣέ the 
CoBE will become even more important as 
an essential reference on how we deliver 
excellence in this organisation. Given our 
expansive global footprint across more 
than 100 countries, PETRONAS expects all 
members of the PETRONAS team 
worldwide to act with integ rity in 
everything they do.  

Beyond conducting yourself with integrity, 
you are responsible for helping protect the 
Group from legal and ethical risks, 
including misconduct by other PETRONAS 
employees, directors, or Third Parties with 
whom we engage. The Group benefits 
when risks are identified early, before they 
become more significant. If you believe 
that a colleague, a director or a third party 
has violated, or may be about to violate, the 
Code, any other PETRONAS policy or 
procedure, or any applicable laws relevant 
to your work, yo u have a duty to report 
your concerns to PETRONAS. 

In principle, employees should feel 
comfortable discussing any matter with 
their immediate superior s, but in some 
cases that might not be practical or 
appropriate. In those cases, you may raise 
your concern through the accessible 
channels for reporting concerns and 
grievances as provided by the Company. 
Please refer to the PETRONAS and/or other 
Group me mber websites for the relevant 
reporting channels.  

To further empower individuals to speak 
up, PETRONAS has introduced an 
enhanced whistleblowing platform, 
WhistleNOW, which provides secure and 
accessible reporting channels. The platform 
enables individuals to raise potential 
compliance or ethical concerns  to 
management in a structured manner, while 
ensuring protection against retaliation for 
reports made in good faith and without 
malicious intent.  

Local laws may affect how whistleblowing 
procedures operate. For example, you may 
be required to use locally mandated 
reporting channels in accordance with 
local legislation.  

For further information, please refer to the 
PETRONAS Whistleblowing Policy available 
on the PETRONAS website. You may also 
visit the PETRONAS Whistleblowing page 
for details on the available whistleblowing 
channels at 

https://www.petronas.com/whistleblowing .

https://www.petronas.com/whistleblowing
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CORE VALUES AND CULTURE

Adherence to the PETRONAS Shared Values 
of professionalism, loyalty, integrity and 
cohesiveness is critical to the success and 
well - being of the PETRONAS Group. In this 
regard, PETRONAS is committed to the 
highest standards of integrity, openness 
and accou ntability in the conduct of the 
DǊƻǳǇΩǎ ōǳǎƛƴŜǎǎ ŀƴŘ ƻǇŜǊŀǘƛƻƴǎΦ hǳǊ 
General Business Principles reflect this 
commitment.  

All PETRONAS Group employees and 
directors have the duty to act with good 
faith, fidelity, diligence and integrity. More 
particularly, PETRONAS expects that you 
will:  

¶ Strive towards a high level of 
professionalism.  

¶ Devote your time and attention to the 
fulfillment of your duties as an 
employee . 

¶ Serve with honesty and integrity, 
courtesy and goodwill.  

¶ Display Group cohesiveness based on 
unity of purpose along with a caring 
attitude toward each individual.  

¶ ¦ǇƘƻƭŘ ǘƘŜ Řǳǘȅ ƻŦ ŎŀǊŜ ŦƻǊ t9¢whb!{Ω 
interests and reputation.  

¶ Display a high sense of discipline, 
cooperativeness and diligence in 
carrying out your duties.  

¶ !Ŏǘ ŎƻƴǎƛǎǘŜƴǘƭȅ ǘƻ Ƴŀƛƴǘŀƛƴ t9¢whb!{Ω 
confidence and trust in you.  

¶ Promote creativity and new approaches 
in the course of carrying out your work.  

¶ Comply with applicable laws and 
regulations as well as PETRONAS 
policies and procedures.  

Lǘ ƛǎ ŎƻƴǘǊŀǊȅ ǘƻ t9¢whb!{Ω ƻōƧŜŎǘƛǾŜǎ ŀƴŘ 
its approach for you to feel encouraged or 
pressured to violate a law or policy , even if 
a violation would improve financial or 
operational results, obtain business 
opportunities or help achieve a key 
performance indicator. If you are being 
asked by someone at PETRONAS to do 

something that you think is wrong or 
inappropriate, or that you would be afraid 
ƻǊ ŀǎƘŀƳŜŘ ǘƻ ǎŜŜ ŀǇǇŜŀǊ ƛƴ ǘƻƳƻǊǊƻǿΩǎ 
newspaper, you should take steps to 
address the situation by speaking dire ctly 
with your immediate superior or someone 
else within the organisation who can 
provide you with appropriate guidance.  

The following pages of this guide provide 
practical examples of how to best adopt 
t9¢whb!{Ω ǾŀƭǳŜǎ ŀƴŘ ŎǳƭǘǳǊŜΦ 

QUESTIONS AND ANSWERS  

¶ We use a contractor for some 
PETRONAS work. I heard from one 
ƻŦ ǘƘŜ ŎƻƴǘǊŀŎǘƻǊΩǎ ŎƻƳǇŜǘƛǘƻǊǎ ǘƘŀǘ 
the contractor is violating some 
local legal requirements. I have the 
impression that the relevant 
requirements are not enforced, and 
that the contractor is p robably 
saving us some money if it  is 
violating the requirements. Should I 
be concerned ? 

RESPONSE: Yes, you should. PETRONAS 
expects contractors and other parties 
ŀŎǘƛƴƎ ƻƴ t9¢whb!{Ω ōŜƘŀƭŦ ǘƻ ǊŜǎǇŜŎǘ ǘƘŜ 
law, and generally to adhere to the 
principles set out in the Code. In some 
cases, PETRONAS could be held liable for 
violations  by its contractors, but setting  that 
aside, PETRONAS expects the people who 
perform work for the Group to act with 
propriety and integrity. You should make a 
report to your immediate superior or to 
another relevant point of contact within the 
Group. You may also choos e to direct your 
concerns via the available PETRONAS 
whistleblowing channels.  

¶ One of our consultants tells me that 
we should ignore a legal requirement 
in a country in which we do business 
because that requirement is never 
enforced. Can I rely upon his advice?  

RESPONSE: bƻΦ t9¢whb!{Ω ǇƻƭƛŎȅ ƛǎ ǘƻ 
comply with applicable law in the  
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jurisdiction in which the Group operates. 
You should consult with your local Legal 
Department or other personnel responsible 
for compliance matters for guidance.  

¶ Our supplier is upset that their payment 
is delayed and they are threatening to 
stop supplying us the goods if we do 
not expedite payment. My superior told 
me to request the supplier to split the 
claim into a few invoices so the amount 
ƛǎ ǿƛǘƘƛƴ Ƴȅ ōƻǎǎΩ ŀǇǇǊƻǾŀƭ ǘƘǊŜǎƘƻƭŘΦ L 
am not sure if this is right but my boss 
convinces me that we should be 
creative in coming up with solutions to 
ensure  business is not disrupted . 

RESPONSE:  Fragmentation of claims is a 
breach of CoBE  and may have the effect or 
result of circumventing or frustrating 
t9¢whb!{Ω ŎƻƴǘǊƻƭǎΣ ǇƻƭƛŎƛŜǎ ƻǊ 
procedures.  Creativity and new approaches 
Ƴǳǎǘ ōŜ ŜȄŜǊŎƛǎŜŘ ǎǘǊƛŎǘƭȅ ǿƛǘƘƛƴ t9¢whb!{Ω 
established policies and procedures.  
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CONFLICT OF INTEREST

A conflict of interest generally arises when 
you are in a position to take advantage  of 
your role at PETRONAS for your personal 
benefit, including the benefit of your 
family/household and friends, by placing 
your personal, social, financial or political 
interests before the interests of PETRONAS. 
You are expected to avoid conflicts of 
interest, and situations that have the 
potential to create conflicts of interest. 
Even the appearance of a conflict of 
interest can be damaging to you or 
PETRONAS. In particular, the use of a 
PETRONAS office position, confidential 
information, assets or other resources for 
personal gain or benefit, or for the 
advantage of others with whom you are 
related or associated, is prohibited.  

In some limited situations, a conflict of 
interest that has been fully disclosed to 
PETRONAS may be tolerated. Any potential 
conflict of interest shall be endorsed by the 
HoD in consultation with the HR 
Department, the relevant company 
secretary (in the case of directors) or your 
PETRONAS contact person (in the case of 
Third Parties). 

Failure to fully disclose the nature and 
scope of a conflict of interest as soon as 
you are aware may result in disciplinary 
action or consequence management 
against you, whether or not such potential 
or actual conflict results in tangible or 
intangible da mage to PETRONAS. When in 
doubt, you should disclose your potential 
conflict and consult with your superior or 
someone in the Legal Compliance 
Department (LCD) about the issue.  

What are some common examples of 
conflicts of interest?  

Conflicts of interest may include:  

¶ Having a financial or other business 
interest in a supplier, contractor, 
competitor or customer at the same 
time that you are involved in 

t9¢whb!{Ω decision - making process  
relating to, or of relevance, to them.  

¶ Having a financial or other business 
interest in a transaction in which you 
know PETRONAS is involved or plans to 
be involved.  

¶ Giving a third party confidential 
PETRONAS information in order to give 
them an advantage in their dealing with 
PETRONAS. 

¶ Transacting for your own account with 
PETRONAS clients, suppliers, 
contractors or vendors on terms other 
than those freely available to the 
general public.  

¶ Personally receiving fees, commissions 
or other items of value from a supplier,  
contractor, competitor or customer 
(other than in very limited 
circumstances).  

¶ Using your position or influence in the 
hiring, supervising, managing, or career 
planning of any of your relatives at 
PETRONAS or at entities providing 
services to PETRONAS. 

¶ A third party recommending or 
influencing PETRONAS to award work 
ǘƻ ŀ ŎƻƳǇŀƴȅ ƛƴ ǿƘƛŎƘ ǘƘŜ ǘƘƛǊŘ ǇŀǊǘȅΩǎ 
employee, director, or their family 
member has a financial or ownership 
interest, without previously disclosing 
the relationship to PETRONAS. 

¶ ! ǘƘƛǊŘ ǇŀǊǘȅΩǎ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜ 
participating in a PETRONAS project, 
evaluation, or negotiation while 
simultaneously holding a role (formal or 
informal) in another organisation that 
ǎǘŀƴŘǎ ǘƻ ōŜƴŜŦƛǘ ŦǊƻƳ t9¢whb!{Ω 
decisions, without previously declaring 
this dual role. 

A conflict of interest situation can arise out 
of your interests and dealings, or out of the 
interests and dealings of your family 
members, associates or anyone else with 
whom you have a personal or business 
relationship.  
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While it is impossible to list every situation 
that might create a conflict of interest, you 
are encouraged to apply the general 
principles and use good judgment to guide 
your actions . When in doubt, ask your 
superior or someone in the Legal 
Compliance Department (LCD) about how 
best to address a potential conflict of 
interest.  

All employees are required to declare any 
actual or potential conflict of interest by 
completing the IR02 Declaration Form, or 
any other applicable declaration as required 
by your Human Resources Department or 
local policies.  

QUESTIONS AND ANSWERS  

¶ My first cousin is a director and part 
owner of a small paper company that 
supplies paper to PETRONAS. Should I 
report that?  

RESPONSE: Yes. You should disclose any 
situations where you become aware of 
your family members having interests in 
companies conducting business with 
PETRONAS, as this may be perceived as a 
conflict of interest. Please contact your 
Human Resource Department for the  
appropriate platform  for disclosure.  

¶ My brother owns a business that 
markets lubricants and he is interested 
in exploring a potential business 
opportunity with PETRONAS. I am 
currently working in the department 
that handles the marketing activities of 
PETRONAS. Can my brother pursue 
his interest in becoming a PETRONAS 
dealer? 

RESPONSE: Yes, your brother may pursue 
his interest to have a business relationship 
with PETRONAS. However, you must 
disclose this familial relationship to your 
immediate superior.  Any instances of 
conflict shall be endorsed by the HoD in 
consultation with the HR Department.  
Furthermore, to maintain transparency and 
uphold ethical standards, you are required 
to abstain from participating in any 
evaluation and decision - making processes 
ǊŜƭŀǘŜŘ ǘƻ ȅƻǳǊ ōǊƻǘƘŜǊΩǎ ǇƻǘŜƴǘƛŀƭ ōǳǎƛƴŜǎǎ 
dealings with PETRONAS. 

¶ My close friend has recently been 
appointed as the CEO of a company 
that, coincidentally, happens to be 
one of our customers. I am 
responsible for conducting 
negotiations with that company. Is 
there any issue with me continuing to 
negotiate with them?  

RESPONSE: You must disclose the 
relationship to your immediate superior for 
an assessment of any potential conflict of 
interest. Based on this evaluation, a 
decision can then be made regarding 
whether you are permitted to continue with 
the negotiation, whether certa in controls 
should guide your engagement going 
forward, or whether it would be more 
appropriate for you to recuse yourself from 
engagement with that company  or 
individual . Any instances of conflict shall be 
endorsed by the HoD in consultation wit h 
the HR Department.  

¶ I would like to help my niece get a job 
at PETRONAS. Is that a problem? 

RESPONSE: You may direct your niece to 
the relevant hiring office at PETRONAS, and 
you should fully disclose to your Human 
Resource Department that the applicant is 
your niece.  You must also refrain from 
taking part in the hiring process or 
influencing the decision to hire your niece.  

¶ I have no way of knowing what 
business deals my uncles and cousins 
may be entering into, and whether 
they are going to have ownership 
interests with a privately held entity 
that does business with PETRONAS. 
Am I in trouble?  

RESPONSE: PETRONAS expects its 
employees to inform themselves of 
situations in which a conflict of interest 
arises or may arise because of the business 
dealings of their close relatives. If you 
become aware of such situations, you 
should report them promptly.  

¶ I prefer working with a certain 
contractor because they do good 
work and are easy to deal with. I think 
PETRONAS would benefit from hiring 
them. To help them, can I give them 
tips on how to prepare their bid so 
they have an advantage, even if I do 
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not receive any payment, as I believe it 
will benefit PETRONAS. This should be 
fine without declaring it, right ? 

RESPONSE: No. You may not give any 
undue advantage to an external party in its 
dealings with PETRONAS. It does not 
matter that you will not benefit personally. 
It also does not matter if, on balance, 
PETRONAS is not harmed. PETRONAS 
policies and procedures with regard to 
procurement must be followed in order to 
maintain the integrity and transparency of 
the PETRONAS procurement programme.  

¶ I have been asked to serve on the 
board of directors of a company 
outside PETRONAS that has no 
business dealings with PETRONAS. I 
know of no business between the 
company and PETRONAS. Am I 
permitted to  accept th is position?  

RESPONSE: The appointment of an 
employee as a board member in an 
external company is strictly limited to 
nominations made by the Company. 
Involvement as a board member in a 
family - owned company is permitted for 
only one entity and is subject to prior 
written appro val from your Head of 
Department (HoD). For further information 
on the approval process, please contact 
your Human Resource Department.  

¶ I am currently supervising a vendor 
responsible for event management for 
PETRONAS events, and they have 
consistently delivered excellent 
results. As my daughter is getting 
married, I intend to engage the same 
vendor, who has offered me a 
significant discou nt for their services. I 
know I will not be able to get the 
same favourable  terms elsewhere. 
May I engage this vendor in my 
personal capacity?  

RESPONSE: No, you cannot directly or 
indirectly enter into personal transaction 
with a vendor of the company with whom 
you had, currently have or may potentially 
have official dealings on behalf of 
PETRONAS. 

If such situation is unavoidable, you must 
obtain written approval from your Head of 
Department (HoD) in consultation with 

your Human Resource Department. You 
must not proceed until such permission is 
granted. The Human Resources 
Department must evaluate, among other 
issues, whether your  discount is related to 
your position as a PETRONAS employee, 
and whether such a discount is offered 
more generally to individuals not affiliated 
with PETRONAS. 

¶ My husband runs a small family 
business selling second- hand cars. I 
am not involved in the day - to - day 
operations of the business, but I do 
have 40% shares/equity in the 
company.  

Am I required to declare my 
shareholding even though the business 
does not directly compete with 
PETRONAS or have any business 
dealings with the Group?  

RESPONSE: You are encouraged to declare 
to PETRONAS through the appropriate 
platform  your interests in other commercial 
enterprise including in privately held 
entities to avoid any potential conflict of 
interest situation even though the 
likelihood of any dealings with PETRONAS 
or its Group of Companies may be remote.  

¶ My uncle is a PETRONAS dealer, and 
members of my family are involved in 
the day- to - day operations of the 
petrol station. Do I need to make a 
declaration in this situation even 
though I have nothing to do with the 
dealership? 

RESPONSE: Yes, you should disclose any 
situations where you become aware of 
your family members having interests in, for 
example, companies conducting business 
with PETRONAS, as this may be perceived 
as a conflict of interest. Please contact your 
Human Resource De partment for the 
appropriate platform for disclosure.  

¶ Can I buy a used car from the owner 
of a ǊŜƎƛǎǘŜǊŜŘ t9¢whb!{Ω contractor 
with whom I currently have no official 
dealings with?  

RESPONSE: You must obtain written 
approval from your Head of Department 
(HoD) ) in consultation with the HR 
Department, and must not proceed with 
the transaction until such permission is 
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obtained. Furthermore, the car must be 
purchased at market value, under terms 
that are readily available to the general 
public.  

¶ My friend works for a contractor 
company registered with PETRONAS 
but I have no official dealings with 
him. Can I go on holiday with him on 
a personal capacity? 

RESPONSE: You must disclose your 
intention to go on holiday with your friend 
to your Head of Department (HoD)  through 
the appropriate platform , as this situation 
may be perceived as a Conflict of Interest. 
Employees are responsible for avoiding any 
perceived, potential or actual Conflict of 
Interest situations.  Any instances of conflict 
shall be endorsed by the HoD in 
consultation with the HR Department.  

¶ I am aware that a law firm advising 
PETRONAS on regulatory matters has 
now been approached by a 
competitor to represent them in a 
litigation case against PETRONAS. Is 
this a conflict of interest situation?  

RESPONSE: Maybe. This situation presents 
a potential conflict of interest. In its 
regulatory capacity, the law firm may have 
access to confidential and sensitive 
information about PETRONAS that could 
ŎƻƳǇǊƻƳƛǎŜ t9¢whb!{Ω Ǉƻǎƛǘƛƻƴ ƛƴ ǘƘŜ 
litigation. Even if the tea ms advising each 
party are different, the risk of information 
leakage or perceived bias remains, and the 
law firm must conduct a thorough analysis 
of its ability to represent both parties at the 
same time, including through a firewall 
between teams . PETRONAS expects its 
external advisors to act with integrity and 
avoid any engagement that could create a 
conflict of interest. The matter should be 
escalated to your Legal Department or 
Group Legal immediately to address the 
issue with the law firm and determine 
appropriate next steps.  

¶ A contractor bidding for a PETRONAS 
project is partially owned by the 
spouse of a PETRONAS non- executive 
director. The relationship was not 
declared. Is this acceptable ? 

RESPONSE: No. This is a potential conflict 
of interest that should have been declared. 

Even though the director is a non -
ŜȄŜŎǳǘƛǾŜΣ ǘƘŜ ǎǇƻǳǎŜΩǎ ƻǿƴŜǊǎƘƛǇ ƛƴ ŀ 
bidding contractor may give rise to 
ǇŜǊŎŜƛǾŜŘ ƻǊ ŀŎǘǳŀƭ ōƛŀǎ ƛƴ t9¢whb!{Ω 
decision - making process. PETRONAS 
expects all directors (executive or non -
executive directors) to proactively  disclose 
any actual, potential, or perceived conflicts 
of interest, including those involving their 
family members. This matter should be 
promptly reported to the Compa ny 
Secretary for further review and appropriate 
action, including possible recusal of the 
director from any related deliberations .
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FIGHTING CORRUPTION AND 
UNETHICAL PRACTICES

SOLICITATION, BRIBERY AND 
CORRUPTION 

PETRONAS has zero tolerance for 
corruption in all of  its forms. PETRONAS is 
fully committed to fighting corruption and 
unethical practices in the course of 
conducting its business. As a result, the 
Code prohibits PETRONAS employees, 
directors, contingent workforce, and their 
family/household members from di rectly or 
indirectly soliciting, accepting or offering 
bribes to or from public officials or private 
individuals, even if it means lost business 
opportunities.  

t9¢whb!{Ω Third Parties including its 
contractors, sub - contractors, consultants, 
agents, representatives and others acting 
for or on behalf of PETRONAS are expected 
ǘƻ ŎƻƳǇƭȅ ǎǘǊƛŎǘƭȅ ǿƛǘƘ t9¢whb!{Ω ǇƻƭƛŎƛŜǎ 
prohibiting improper solicitation, bribery 
and corruption, including ma king 
facilitation payments.  

Corruption  is the abuse of  entrusted  power  
for  private gain. This includes, but  is not  
limited  to  offering,  promising,  authorizing,  
giving, receiving,  accepting  or soliciting  of  
any item  of  value, any undue  advantage, 
gratification,  financial  or otherwise,  in order  
to  influence  the actions of  a person in a 
position  of  authority  or trust. Examples of  
corruption  include  bribery, nepotism,  
conflicts  of  interest  and other  conduct  that  
undermines  integr ity, transparency  and fair 
competition.  

Under certain anti - bribery and corruption 
laws in some jurisdictions ,  PETRONAS 
directors  and employees may be 
considered public officials because 
PETRONAS is state- owned.   

Even the appearance of conduct 
constituting corrupt activity may be very 
damaging to the PETRONAS Group and 
must be avoided.  

In this regard, the Code and the PETRONAS 
Anti-.ǊƛōŜǊȅ ŀƴŘ /ƻǊǊǳǇǘƛƻƴ {ǘŀƴŘŀǊŘ όά!./ 
{ǘŀƴŘŀǊŘέύ sets out guidance concerning 
the giving and acceptance of gifts and 
entertainment.  

GIFTS AND ENTERTAINMENT 

t9¢whb!{ Ƙŀǎ ŀŘƻǇǘŜŘ ŀ άbƻ DƛŦǘέ tƻƭƛŎȅ 
whereby, subject to certain exceptions as 
provided in the PETRONAS ABC Standard, 
PETRONAS employees and directors, their 
family/household members or agents 
acting for or on behalf of PETRONAS are 
prohibited from, dir ectly or indirectly, 
receiving or providing gifts.  

In situations where you are genuinely 
unable to decline a gift or entertainment, 
ȅƻǳ ǎƘŀƭƭ ŎƻƳǇƭȅ ǿƛǘƘ t9¢whb!{Ω 
procedures governing the receipt of gifts 
and entertainment.  

You may be directed to turn a gift over to 
PETRONAS, donate it to charity, or return it. 
As a general matter, the situations in which 
you will be permitted to accept and retain a 
gift are extremely limited.  

PETRONAS employees, directors, 
contingent workforce, and their 
family/household members are not 
permitted to solicit gifts or personal favours 
ŦǊƻƳ t9¢whb!{Ω ŎƻƴǘǊŀŎǘƻǊǎΣ ǎǳō-
contractors, suppliers, consultants, bankers, 
dealers, customers or other parties  having 
business dealings with PETRONAS, whether 
actual or potential. You should never 
accept gifts or entertainment in exchange 
for the exercise or non - exercise of your 
ŀǳǘƘƻǊƛǘȅ ƻǊ ƻǘƘŜǊǿƛǎŜ ǘƻ t9¢whb!{Ω 
detriment.  

t9¢whb!{Ω Third Parties are strictly 
prohibited from providing, or offering to 
provide, any gift, entertainment, or anything 
of value to public officials or any other 
persons on behalf of PETRONAS for the 
purpose of obtaining or retaining business, 
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or securing any improper advantage. This 
same prohibition applies to the receipt of 
any gift, entertainment, or anything of 
value. Nor may PETRONAS directors and 
employees take any action indirectly 
(through a third party) that would be 
prohibited if perfo rmed directly.  

If you have questions about gifts or 
entertainment, please consult your Head of 
Department (HoD), Human Resource 
Department, the Legal Compliance 
Department (LCD) or your PETRONAS 
Contact Person for guidance.  

If you, in your capacity as an employee or 
director, are authorised under PETRONAS 
policy to provide gifts or entertainment, 
you may do so only if it serves a legitimate 
business purpose, and only in accordance 
with PETRONAS policies and procedures 
on gift s and entertainment that are 
applicable to your jurisdiction.  

You have an obligation to inform yourself 
of the relevant policies and procedures. 
You shall not, in any case, provide gifts or 
entertainment that are illegal, unduly 
dangerous or indecent, sexually oriented or 
ƛƴŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ t9¢whb!{Ω ŎƻƳƳƛǘƳŜƴǘ 
to mut ual respect or for the purpose of 
improperly influencing someone to act in 
t9¢whb!{Ω ƛƴǘŜǊŜǎǘΦ bƻ ƎƛŦǘǎ ƻŦ ŎŀǎƘ ƻǊ 
cash- equivalents (e.g., gift cards) may be 
given, and you should not pay for 
entertainment or a gift personally in order 
to avoid having to s eek pre- approval or to 
circumvent company policies and 
procedures.  

The Code and PETRONAS ABC Standard 
provides additional guidance for any gifts or 
entertainment to be provided to public 
officials.  

Generally, even if you are authorised to 
provide gifts and entertainment, you may 
not offer gifts or hospitality, including travel 
related expenses, to public officials and/or 
ǘƘŜƛǊ ŦŀƳƛƭȅ ƳŜƳōŜǊǎ ǿƛǘƘƻǳǘ t9¢whb!{Ω 
specific approval. You may not pay for an y 
non - business related travel and hospitality 
for any public official or his or her family.  

Except where expressly approved by 
PETRONAS, you must also not offer or 
provide gifts or anything of value to any 

person if you know or suspect that a public 
official or his or her family may be the 
indirect beneficiary or recipient. Under no 
circumstances may gifts or hospitality be 
offered to a public official as an 
inducement or reward for taking, or 
refraining fro m taking, any act in relation to 
t9¢whb!{Ω ŀŦŦŀƛǊǎ ƻŦ ōǳǎƛƴŜǎǎΦ !ƎŀƛƴΣ ȅƻǳ 
have the responsibility to inform yourself of 
ǘƘŜ t9¢whb!{Ω ǇƻƭƛŎƛŜs and practices on 
gifts and entertainment applicable to you.  

PETRONAS strongly opposes money 
laundering, terrorism financing, and the 
misuse of the financial system to disguise 
the origins of illicit funds and any other 
activities that involve dealing in the 
proceeds of criminal activities.  

EXCEPTION TO MAKING 
FACILITATION PAYMENTS  

There may be situations or circumstance s 
where you are faced with having to make 
facilitation payments in order to protect 
your life, limb or liberty. I f faced with this 
kind of extortion, and if there is no 
alternative, a payment may be made. In 
such event, you must immediately report it 
to your  Head of Department 
(HoD)/Corporate Division/ Business 
Division/OPU  and the Legal Department as 
soon as possible. The payment must be 
recorded accurately in t9¢whb!{Ω books 
and records.  

SPONSORSHIP AND DONATIONS  

PETRONAS is committed to conducting its 
affairs in an ethical, responsible, and 
transparent manner, and sponsorships and 
donations must never be used to disguise 
bribery or circumvent the provisions of the 
CoBE. 

As a PETRONAS Group employee or 
director, you have a duty to serve 
PETRONAS in good faith, with fidelity, 
diligence, and integrity, and act in the best 
interests of the Group.  

When assessing any sponsorship or 
donation request, you are expected to:  

¶ Exercise proper care and judgment, 
as well as conduct third party due 
diligence in evaluating requests to 



Internal Use - Authorized for External distribution 

PETRONAS CODE OF CONDUCT AND BUSINESS ETHIC GUIDE 15 
 

 

make a donation or sponsorship 
payment or in - kind transfer.  

¶ Ensure the recipient organisation, 
charity, or beneficiary is legitimate 
and not a conduit for illegal 
payments or illegal activities, 
particularly to public officials.  

¶ Confirm that the sponsorship or 
donation complies with all 
applicable laws. 

¶ Avoid any conflict of interest.  

When in doubt, please seek guidance from 
your Head of Department (HoD), Human 
Resource Department or your Legal 
Department, who may decide to escalate 
the matter to Group Strategic Relations and 
Communications to verify the legitimacy of 
the request.  

ANTI- MONEY LAUNDERING AND 
COUNTERPARTY DUE DILIGENCE 

PETRONAS is committed to adhering to all 
applicable anti - money laundering  (άAMLέ) 
laws throughout its business dealings, 
including preventing its operations from 
being used for money laundering and 
terrorism financing, assessing suspicious 
transactions and maintaining robust due 
diligence procedures.  

PETRONAS strictly opposes any practices 
related to money laundering, which 
involves concealing the criminal origin or 
nature of money or assets through 
legitimate business transactions, or using 
funds to support criminal activities, 
including the financing  of terrorism or 
financing related to the proliferation of 
weapons. 

All PETRONAS Group employees, directors, 
contingent workforce and Third Parties 
acting on behalf of PETRONAS are 
expected to conduct appropriate 
counterparty due diligence, report any red 
flags or unusual transactions, and 
cooperate with relevant authorities as 
required.  

When engaging with Third Parties, you are 
expected to:  

¶ Conduct appropriate counterparty due 
diligence to understand the 
background, legitimacy, and business 
practices of the third party, including 
(where relevant) the origin and 
destination of funds, properties, and 
services. 

¶ Be alert to suspicious or unusual 
transactions, including those that 
appear inconsistent with normal 
business practices or raise concerns 
about potential bribery, corruption, or 
any other criminal activities.  

¶ Avoid dealing with any party whom you 
know or suspect to be involved in 
criminal activities or the proceeds of 
crime.  

Generally, however, two clear warning 
signals of possible issues are: 

¶ Irregularities in the way payments are 
arranged and effected, such as:  

ς Requests for payments to be made 
to other p arties with no clear 
connection to the transaction;  

ς Payments made from or to 
accounts in unrelated jurisdictions;  

ς Overpayments followed by 
requests for refunds;  

ς Payments made using complex or 
opaque structures with no clear 
business rationale; or  

ς Use of multiple small transactions 
(structuring) to avoid reporting 
thresholds.  

¶ Customers who appear to lack integrity 
in their dealings or who are linked to 
illicit operations, such as:  

ς Providing incomplete, 
inconsistent, or suspicious 
information during Know Your 
/ǳǎǘƻƳŜǊ όάY¸/έύ ŘǳŜ ŘƛƭƛƎŜƴŎŜΤ 

ς Refusing to provide beneficial 
ownership details;  

ς Having connections to known 
criminal activities or entities; or  

ς Exhibiting unusual concern about 
reporting or regulatory 
requirements.  
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We continuously enhance our policies, 
controls, and training to align with all 
applicable laws and regulations on anti -
money laundering, counter - terrorism 
financing, and counter - proliferation 
financing.  

If you are ever uncertain whether a 
transaction or third - party behaviour 
appears suspicious, seek guidance 
immediately from your HoD, your Legal 
Department or the Legal Compliance 
Department (LCD). Acting early and 
responsibly is essential to protecting 
PETRONAS from legal, financial, and 
reputational risks.  

QUESTIONS AND ANSWERS  

SOLICITATION, BRIBERY AND 
CORRUPTION 

¶ We are bidding on a major public 
contract in a foreign country. We have 
been led to believe that our bid will be 
accepted if we engage for our local 
transportation services a company that 
is owned by the brother of the head of 
the ministry in charge of rev iewing our 
bid. May we engage that company?  

RESPONSE: Sometimes countries impose 
conditions concerning the use of local 
contractors to solicitations for bids. This is 
sometimes acceptable and appropriate, but 
in a situation where a close family member 
of a public  official would appear  to be 
directly benefiting, and the success of our 
bid turns on our agreement to benefit that 
family member, the arrangement has marks 
of a corrupt arrangement that  would be 
ŎƻƴǘǊŀǊȅ ǘƻ t9¢whb!{Ω ǇƻƭƛŎƛŜǎΦ 

Approval from your Head of Department 
(HoD) is required and, where necessary, the 
matter may need to be escalated to higher 
management in consultation with your 
Legal Department or the Legal Compliance 
Department (LCD), including to conduct 
additional diligence on the transaction. If 
the transport ation company is state -
owned, there is generally no issue, provided 
there are no indications of bribery or 
corruption.  

¶ The son of a vendor of services to 
PETRONAS owns a car dealership. 

Upon learning that I am looking to 
purchase a new car, the vendor offers 
to have his son provide me with a 
significant discount on a new car. I 
would not be able to find nearly as 
good a price at any other dealership. 
May I accept the offer?  

RESPONSE: No. This is an improper 
personal benefit prohibited by the Code. 
Accepting the discount could give rise to 
the appearance of bribery and would also 
run contrary to the PETRONAS conflicts of 
interest policies.  

¶ ! Ŏƻƴǎǳƭǘŀƴǘ Ƙŀǎ ƻŦŦŜǊŜŘ ǘƻ άƳŀƪŜ 
ǎƻƳŜ ǇǊƻōƭŜƳǎ Ǝƻ ŀǿŀȅέ ƛƴ ŀ ŦƻǊŜƛƎƴ 
licensing proceeding if we pay him 
four million Euro for consultancy 
services. There are rumours that the 
consultant has paid bribes in the past. 
We would really like to overcome the 
licensing problems. Can we hire the 
consultant?  

RESPONSE: You should consult your Head 
of Department , your Legal Department or 
the Legal Compliance Department (LCD)  
with a view to confirming that the 
ŎƻƴǎǳƭǘŀƴǘΩǎ ŎƻƴǘŀŎǘǎ ŀƴŘ ƳŜǘƘƻŘǎ ŀǊŜ 
ŀƭƛƎƴŜŘ ǿƛǘƘ t9¢whb!{Ω ǇƻƭƛŎƛŜǎ ŀƴŘ 
ŀǇǇƭƛŎŀōƭŜ ƭŀǿΦ ¢ƘŜǊŜ ŀǊŜ άǊŜŘ ŦƭŀƎǎέ ƘŜǊŜ 
that strongly suggest this engagement may 
need to be avoided.  

Consultancy services can be legitimate and 
valuable, but a vague description of 
ǎŜǊǾƛŎŜǎΣ ǘƘŜ ƻŦŦŜǊ ƻŦ ŀ άŦƛȄέ ŀƴŘ ǘƘŜ ǊǳƳƻǳǊǎ 
are all warning signals that corrupt 
practices may be involved.  

Consultants, agents and other Third Parties 
should never be engaged for the purpose 
of indirectly effecting bribes or otherwise 
circumventing applicable laws or 
t9¢whb!{Ω ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎΦ 
PETRONAS may be liable under national 
and international anticorruption laws for 
actions taken by Third Parties on its behalf.  

¶ A junior - level bureaucrat in a foreign 
country is holding up the release of 
some equipment that we need in our 
operations. He says that if we pay him 
a special processing fee in cash he will 
issue a permit to release the 
equipment. The amount of the fee is 
trivial compared to the value of the 
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equipment to our operations. May we 
pay the fee? 

RESPONSE: bƻΦ t9¢whb!{Ω ǇƻƭƛŎȅ ƛǎ ǘƘŀǘ 
bribes are prohibited  irrespective of the 
value. The request for the facilitation 
payment should be reported to your Head 
of Department (HoD), your Legal 
Department or the Legal Compliance 
Department (LCD). If the fee were imposed 
by the foreign country as a governmental 
charge, that would potentially be different, 
but care should be taken to pay 
governmental fees through appropriate 
channels and to ensure that they are 
properly documented (e.g., with official 
receipts). 

¶ What does it mean to provide 
documents that are false or contain 
false details? 

RESPONSE: It means submitting receipts, 
invoices, or other documents, including 
travel and entertainment expense reports, 
that are inaccurate, altered, insufficiently 
descriptive, or fabricated with the intention 
to mislead or deceive PETRONAS or 
conceal the true na ture of a transaction, 
such as in the preparation of books and 
records, including financial statements.  

¶ Can I submit a corrected invoice if 
there was a genuine mistake in a 
third - party document?  

RESPONSE: Yes, but you must immediately 
notify your Head of Department (HoD) and 
the relevant PETRONAS department 
processing the invoice. Correcting genuine 
mistakes is acceptable; deliberately altering 
documents to deceive is not.  

¶ A colleague carpooled with you to an 
outstation meeting. Later, he asks you 
for copies of your toll receipts so he 
can also claim travel reimbursement 
for the meeting. What should you do?  

RESPONSE: You must not provide 
duplicate or false receipts for 
reimbursement purposes. Each employee 
should only claim expenses they actually 
incurred  and in accordance with the 
applicable Company policy on business 
travel. Since your colleague carpooled with 
you and did not incur any travel costs, he is 
not entitled to claim travel reimbursement. 
You should explain this to him, as he may 

not be aware of the policy, and remind him 
that knowingly submitting or requesting 
false claims would constitute a breach of 
the CoBE, which may result in disciplinary 
action.  

¶ What constitutes abuse of position or 
authority?  

RESPONSE: Using your role, influence, or 
decision - making power for personal gain 
or to benefit relatives, friends, or associates, 
rather than in the interest of PETRONAS. 

¶ What if I unintentionally benefit a 
friend or family member in a decision I 
make? I cannot keep track of all the 
business activities of my relatives and 
whether they provide goods or 
services to PETRONAS. 

RESPONSE: PETRONAS recognises that 
employees cannot be expected to have full 
visibility over the private business dealings 
of their family members at all times. 
However, once you become aware that a 
decision you are involved in could 
potentially benefit a relative, friend, or 
associate, you must take immediate steps 
to avoid a potential or actual conflict of 
interest. 

This includes disclosing the situation 
promptly to your Head of Department 
(HoD) in consultation with your Human 
Resource Department and recusing 
yourself from decision - making where 
necessary. 

Early disclosure ensures transparency, 
protects your integrity, and allows 
PETRONAS to implement appropriate 
safeguards and controls to manage the 
situation. Even unintentional conflicts must 
be handled proactively to maintain trust 
and compliance with the  CoBE. 

GIFTS AND ENTERTAINMENT 

¶ Knowing that I love football, a 
contractor with whom I do business 
has offered me four tickets to see the 
World Cup finals. Each ticket has a face 
value of $250, but they are selling 
online for over $1,500. May I accept 
the tickets, or at least purchase th em at 
face value? 
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RESPONSE: t9¢whb!{ Ƙŀǎ ŀŘƻǇǘŜŘ ŀ άbƻ 
DƛŦǘέ ǇƻƭƛŎȅΦ /ƻƴǎŜǉǳŜƴǘƭȅΣ ŀŎŎŜǇǘƛƴƎ 
tickets for free from a contractor is not 
permissible. With regard to purchasing 
tickets, they must be acquired at their 
market value, under terms that are readily 
available to the general pu blic. Before 
entering any such transaction, you must 
obtain written approval from your Head of 
Department (HoD) in consultation with 
your Human Resource Department.  

¶ A customer has presented me with a 
very expensive gift. In his home 
country, it is considered extremely 
impolite to reject a gift and doing so 
might irreparably harm our business 
relationship. What should I do?  

RESPONSE: You are required to comply 
ǿƛǘƘ ǘƘŜ ǇǊƻŎŜŘǳǊŜǎ ƻŦ t9¢whb!{Ω IǳƳŀƴ 
Resource Department relating to the 
receipt of gifts and entertainment, whether 
this means filling in the IR02 Declaration 
Form, or applicable  declaration form, once 
you are back at the office and consult your 
Head of Department (HoD) who will then 
decide whether to endorse the acceptance 
of the gift or require it to be returned. In 
some circumstances it may be possible to 
accept the gift as com pany property, rather 
than as a personal gift, and then display in a 
place where it could be enjoyed by 
everyone. If the gift is offered on condition 
of (or with the obvious expectation of) 
some concession or favour in exchange, 
you are required to refuse the gift and 
politely return it with a  note of explanation 
ŀōƻǳǘ ǘƘŜ /ƻƳǇŀƴȅΩǎ άbƻ DƛŦǘέ ǇƻƭƛŎȅΦ Lǘ 
must be clear to the third - party and to 
anyone else that no individual has gained 
personal advantage from the gift.  

¶ I have a meeting scheduled with a JV 
partner and I am aware that he is fond 
of smoking cigars. Am I allowed to 
buy cigars as a token of appreciation 
for taking time out of his busy 
schedule to meet with me?  

RESPONSE: The general principle remains 
that PETRONAS employees and directors 
are prohibited from giving or receiving gifts 
to avoid a conflict of interest. However, if 
gifts are to be given, it must fall within the 
general exceptions provided under the No 
Gift Policy as stated above. Gifts of cigars 
are not permitted as it is deemed as a 

personal gift and does not meet the criteria 
set out under the permitted exceptions.  

¶ The head of the purchasing 
department at one of our major 
customers has asked whether we 
could arrange an all - expenses paid 
golf outing for some members of his 
team and some of our personnel to 
secure the renewal of an expiring 
contract. Can we accommodate  this 
request? 

RESPONSE: No. Arranging the all- expenses 
paid golf outing in this situation may be 
perceived ŀǎ άŀƴȅǘƘƛƴƎ ƻŦ ǾŀƭǳŜέ ŀƴŘ ŎƻǳƭŘ 
expose PETRONAS to potential corporate 
liability offence under Section 17A of MACC 
Act 2009 or other applicable anti - bribery 
and corruption laws. While normal business 
entertainment intended for the purpose of 
networking and relationship building is 
generally acceptable, it must be pr operly 
authorised and caution should be exercised 
to avoid any perception that it is offered in 
exchange for an improper favour or 
advantage. 

You should consult your Head of 
Department (HoD), your Legal Department 
or the Legal Compliance Department for 
further guidance.  

¶ I went out to dinner with a contractor 
who is interested in bidding on a 
PETRONAS project. The event was 
purely social; we did not discuss the 
project. When I came home, I found an 
envelope with $2,000 in cash in my 
jacket pocket. I have no idea how it got  
there. Now what do I do?  

RESPONSE: Contact your Legal 
Department or the Legal Compliance 
Department immediately. It seems very 
possible that it was an attempted bribe or 
an effort to compromise you. You should 
Ŧƻƭƭƻǿ ȅƻǳǊ [ŜƎŀƭ 5ŜǇŀǊǘƳŜƴǘκ[/5Ωǎ 
instructions.  

¶ We had a team dinner at a nice 
restaurant to celebrate the completion 
of a big project. My superior asked me 
to pay for the dinner using my 
personal credit card and to claim it 
under entertainment expenses (my 
entitlement is $2,000 per occasion) 
assuring me that he would approve it. 
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Would I be in breach of the CoBE and 
applicable company policies if I follow 
his instructions?  

RESPONSE: As set out under Human 
wŜǎƻǳǊŎŜΩǎ 9ƴǘŜǊǘŀƛƴƳŜƴǘ 9ȄǇŜƴǎŜǎ tƻƭƛŎȅΣ 
the entertainment entitlement is only for 
the purposes of entertaining our external 
clients and counterparts and shall not 
include other PETRONAS employees, 
unless the employees are part of the 
function to entertain the client or external 
counterpart.  

Expenses for internal team dinners shall be 
claimed under company meetings and not 
ǳǎƛƴƎ ŀƴ ŜƳǇƭƻȅŜŜΩǎ ŜƴǘŜǊǘŀƛƴƳŜƴǘ 
eligibility expenses. By claiming it under 
entertainment expenses, you would be in 
ōǊŜŀŎƘ ƻŦ ǘƘŜ /ƻ.9 ŀƴŘ ǘƘŜ /ƻƳǇŀƴȅΩǎ 
Entertainment Expen ses Policy. 

¶ My team was invited by our contractor 
ǘƻ ŀǘǘŜƴŘ ŀ άōǳƪŀ Ǉǳŀǎŀέ όiftar ) event 
during the month of Ramadan. Can we 
attend the event?  

RESPONSE: PETRONAS recognises that the 
occasional acceptance of a reasonable and 
modest level of entertainment provided by 
Third Parties in the normal course of 
business is a legitimate way to network and 
build good business relationships. In the 
month of Ramadan, such invitations would 
be common. However, obtaining approval 
from your Head of Department (HoD), in 
consultation with yo ur Human Resource 
Department, is required. In principle, we 
must exercise proper care and judgement 
before accepting any enter tainment offered 
by a third party.  

¶ My department is organising a 
conference, and we are planning to 
provide tokens of appreciation to the 
speakers and door gifts to the 
participants during the event. Are we 
allowed to do so?  

RESPONSE: The giving of gifts as a token of 
appreciation to speakers and participants 
during official company functions or events 
is permissible as it falls under exceptions to 
ǘƘŜ ƎŜƴŜǊŀƭ ǊǳƭŜ ƛƴ ǘƘŜ άbƻ DƛŦǘέ ǇƻƭƛŎȅΦ 
However, you must ensure that the door 
gift is reasonable and modest in nature or 
value, preferably clearly branded with the 
PETRONAS logo. Approval from your Head 

of Department (HoD) is required before 
proceeding with such arrangements.  

¶ Can I accept a door gift from an 
external company during their official 
function?  

RESPONSE: Yes, you may accept the door 
gift, provided it is offered to all guests 
attending the event, as permitted under the 
exceptions to  ǘƘŜ άbƻ DƛŦǘέ ǇƻƭƛŎȅΦ 
However, the value of the door gift must be 
reasonable and nominal in value. If you are 
unsure about the appropriateness of the 
gift, please consult your Head of 
Department (HoD), your Human Resource 
Department or your Legal Departme nt. 

¶ Can I accept corporate hospitality or 
entertainment offered by a joint 
venture partner or any other key 
stakeholders engaged in business 
dealings with PETRONAS? 

RESPONSE: Yes, PETRONAS recognises 
that the occasional acceptance of a 
reasonable and modest level of corporate 
hospitality or entertainment provided in the 
normal course of business is a legitimate 
way to network and build good business 
relationships. Proper care  and judgment 
must be exercised by PETRONAS 
employees and directors before accepting.  

The principles of transparency, 
proportionality, reasonableness, and good 
faith  must guide your decisions. 
Acceptance of hospitality or entertainment 
must never create a perception of conflict 
of interest or improper influence in the 
performance of your duties. Please 
remember to complete the IR02 
Declaration Form, or any other appli cable 
declaration as required by your Human 
Resource Department or local policies. This 
self- declaration process is an important 
safeguard intended to protect you and 
PETRONAS from potential allegations of 
impropriety or unethical behaviour.  

¶ I was invited to attend a conference 
organized and sponsored by the 
external party. Can I attend?  

RESPONSE: It is a common practice for 
companies organizing or sponsoring 
conferences to provide complimentary 
delegate passes to their clients and key 
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stakeholders. Such sponsorships are 
recognized as corporate hospitality. 
PETRONAS recognises that the occasional 
acceptance of an appropriate level of 
hospitality given in the normal course of 
business is usually a legitimate contribution 
to building good business relationships. 
However, it is important for you to exercise 
proper care and judgement and obtain 
proper approval from your Head of 
Department (HoD) before accepting the 
invite. This is not only to safeguard the 
/ƻƳǇŀƴȅΩǎ ǊŜǇǳǘŀǘƛƻƴΣ ōǳǘ ŀƭǎƻ ǘƻ ǇǊotect 
employees from allegations of impropriety 
or undue influence.  

¶ I am responsible for purchasing office 
supplies for my department. A vendor 
has offered to give me a share of the 
payment PETRONAS makes to his 
company if I agree to over - purchase 
printer cartridges. What should I do?  

RESPONSE: No, this is not acceptable. This 
is an example of a kickback and abuse of 
power τwhere a PETRONAS employee 
receives or is promised a personal benefit 
in exchange for using their position to 
influence a company decision, without 
disclosing it. Accepting or agreeing to such 
a deal is a serious breach of the CoBE. You 
must immediately report this incident to 
your Head of Department (HoD) or the 
PETRONAS Whistleblowing Channel. 

¶ I heard from credible sources that a 
PETRONAS contractor colluded with a 
supplier to inflate the price of certain 
materials billed to PETRONAS. They 
allegedly agreed to secretly split the 
extra amount between themselves, 
ǿƛǘƘƻǳǘ t9¢whb!{Ω ƪƴƻǿƭŜŘƎŜΦ L ƘŀǾŜ 
no direct evidence τshould I still raise a 
concern?  

RESPONSE: Yes. This is potentially an 
arrangement to make secret profits to the 
detriment of PETRONAS and is strictly 
prohibited. Third Parties working for or on 
behalf of PETRONAS must never receive 
undisclosed benefitsτfinancial or 
otherwiseτthrough inflated pricing or 
manipulation of commercial terms. Such 
ŎƻƴŘǳŎǘ ōǊŜŀŎƘŜǎ t9¢whb!{Ω ŜȄǇŜŎǘŀǘƛƻƴǎ 
of integrity and transparency and may 
constitute fraud. Even without direct 
evidence, you must promptly report the 
matter to your superior or through the 

PETRONAS Whistleblowing Channel so it 
can be properly investigated.  

¶ An existing supplier wants to market 
and introduce their new product to 
PETRONAS. They have offered to host 
and sponsor a dinner during a 
PETRONAS conference for PETRONAS 
station retailers/dealers. Can we accept 
their offer?  

RESPONSE: Generally, PETRONAS strictly 
prohibits employees and directors from 
soliciting corporate hospitality nor are they 
allowed to accept hospitality that is 
excessive, inappropriate, illegal or given in 
response to, in anticipation of, or to 
influence a favour able business decision, 
particularly from Third Parties. 

To mitigate any potential negative 
perception that PETRONAS is leveraging its 
relationship with the supplier to host the 
dinner and receiving benefits from the 
relationship, PETRONAS should make clear 
that the dinner has a business purpose 
relating to the launch of a new product.  
The dinner should be pre - approved by the 
Legal /ƻƳǇƭƛŀƴŎŜ 5ŜǇŀǊǘƳŜƴǘ όά[/5έύΦ 

¶ /ŀƴ t9¢whb!{Ω ht¦ǎ ƻǊƎŀƴƛȊŜ ŀ ōǳƪŀ 
puasa/iftar session for our 
stakeholders? 

RESPONSE: Yes, PETRONAS recognises 
that providing corporate hospitality to its 
stakeholders through corporate events 
during holidays such as iftar is a legitimate 
way to network and build good business 
relationships.  

While providing corporate hospitality is a 
ǊŜŦƭŜŎǘƛƻƴ ƻŦ t9¢whb!{Ω ŎƻǳǊǘŜǎȅ ŀƴŘ 
goodwill, the respective HoD must exercise 
ǇǊƻǇŜǊ ŎŀǊŜ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ /ƻƳǇŀƴȅΩǎ 
reputation against any allegations of 
impropriety or the perception of bribery, 
especially when the arrangements could 
influence or be perceived to influence the 
outcome of a business decision and are not 
reasonable and bona fide expenditures. 
There should also be explicit, clear and 
internally transparent criteria to determine 
the selection of guest s to be invited to the 
event. Reasonable due diligence should 
also be exercised, particularly when the 
arrangements involve public officials other 
than PETRONAS employees and directors. 
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¶ Is it permissible to provide cash as a 
token of appreciation to internal staff 
to thank them for their contribution in 

participating or organising a 
PETRONAS event? 

RESPONSE: Although the provision of cash 
to internal staff is not prohibited, consider 
ƻŦŦŜǊƛƴƎ ǾƻǳŎƘŜǊǎΣ ǎǳŎƘ ŀǎ ΨaŜǎǊŀΩ ƻǊ Ψ{ŜǘŜƭΣΩ 
or other gifts related to PETRONAS 
corporate merchandise, as a gesture of 
appreciation. Please ensure that the value 
of the gift re mains reasonable and modest, 
and avoid any items that may be 
inconsistent with the CƻƳǇŀƴȅΩǎ 
commitment to mutual respect and ethical 
conduct.  

¶ Are there any integrity concerns if we 
were to incentivize our dealers and 
vendors by rewarding top performers 
with Setel Vouchers and PETRONAS t-
shirts? 

RESPONSE: Incentive schemes are 
common in the industry to motivate dealers 
and vendors for enhanced sales 
performance. To ensure compliance:  

ς Accurately record incentive 
ǘǊŀƴǎŀŎǘƛƻƴǎ ƛƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ 
accounting and books and 
records. 

ς Ensure that incentives given out, 
whether in cash equivalents (such 
as vouchers, gifts, coupons, etc.) 
or in kind (PETRONAS t- shirts), 
comply with the CoBE and ABC 
Standard. 

ς Implement a clear guideline for 
the incentive process to maintain 
consistency and standardization, 
safeguarding against unethical 
practices. 

ς Establish Limits of Authority and 
Approving Authority for approving 
such incentives.  

¶ Can a PETRONAS staff seconded to a 
government department accept 
farewell gifts from the department, at 
the end of his/her secondment period?  

RESPONSE: The staff is permitted to accept 
the farewell gift(s) in this situation, in view 
of the following considerations:  

ς The gifts are tokens of 
ŀǇǇǊŜŎƛŀǘƛƻƴ ŦƻǊ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ 
services during his/her 
secondment.  

ς The value of the gift is reasonable 
and not extravagant.  

ς Refusing or returning the farewell 
gift might cause offence and 
potentially adversely impact the 
working relationship established 
between PETRONAS and the 
government department.  

¶ We plan to give out Setel vouchers 
worth RM100 as prizes for an HSE 
competition involving our contractors. 
Would this be in violation of the 
PETRONAS No Gift Policy? 

RESPONSE: Upon securing approval from 
the relevant Approving Authority to 
organise the HSE competition, the latter 
will be recognized as an official Company 
event. The distribution of RM100 Setel 
vouchers as prizes will fall within the 
exceptions permitted under Par t 2A(iii) of 
the ABC Standard. 

¶ We are organising an Upstream oil and 
gas conference, and to defray the 
organising cost, we are offering tiered 
sponsorship packages to all PETRONAS 
Production Sharing Contract (PSC) 
contractors. Is this against the CoBE?  

RESPONSE: The CoBE and ABC Standard 
do not expressly prohibit seeking 
sponsorship from associated parties, 
including PSC contractors. However, any 
sponsorship arrangement should ensure 
tangible benefits and value for sponsors.  

All sponsorships must comply with the 
following:  

ς the sponsorship opportunity is 
open to all interested 
contractors/vendors/ Third Parties; 

ς the voluntary nature of the 
sponsorship is clearly 
communicated, along with the 
specified benefits sponsors will 
receive; 

ς obtain all the necessary internal 
and external authorizations;  
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ς ensure accurate documentation in 
ǘƘŜ /ƻƳǇŀƴȅΩǎ ŀŎŎƻǳƴǘƛƴƎ ōƻƻƪǎ 
and record s; and 

ς specify all necessary requirements 
for this sponsorship, including, but 
not limited to, the condition that it 
should have no attachment 
whatsoever to any award of 
contracts. It shall strictly be 
regarded as a corporate 
sponsorship.  

¶ We have been instructed by the host 
authority to attend a meeting in 
London with a contractor to discuss 
certain matters relating to an ongoing 
tender. Is it permitted under the CoBE 
or ABC Standard to accept the 
ŎƻƴǘǊŀŎǘƻǊΩǎ ƻŦŦŜǊ ǘƻ ǇƛŎƪ ǳǇ ǘƘŜ Ŏƻǎǘ 
for our travel expenses? The contract is 
based on single sourcing instead of 
competitive bidding and at the 
moment parties are still at the 
tendering stage and the contract award 
has yet to be issued. 

RESPONSE: No. As a general principle, you 
are not permitted to accept gifts, 
entertainment and corporate hospitality, 
including travel related expenses, from 
parties engaged in a tender or competitive 
bidding exercise (e.g., contractors, vendors, 
suppliers, etc.). This prohibition is in place 
to avoid the perception of the gift, 
entertainment, and corporate hospitality 
being given in response to, in anticipation 
of, or to influence a favourable business 
decision, for instance in the award of a 
contract. In such sit uations, PETRONAS is 
responsible to bear the travel expenses to 
ǎŀŦŜƎǳŀǊŘ ǘƘŜ /ƻƳǇŀƴȅΩǎ ǊŜǇǳǘŀǘƛƻƴΣ ŀƴŘ 
protect employees from potential 
allegations of impropriety or undue 
influence, in line with the principles set out 
in our CoBE and ABC Standard. 

¶ Is it permissible for a PETRONAS 
Corporate Division/Business 
Division/OPU to provide corporate 
hospitality to members of the media by 
hosting an appreciation event?  

RESPONSE: PETRONAS recognises that 
extending corporate hospitality, such as 
through media engagements, can be a 
legitimate and valuable means to foster 
goodwill, strengthen stakeholder 
ǊŜƭŀǘƛƻƴǎƘƛǇǎΣ ŀƴŘ ŜƴƘŀƴŎŜ ǘƘŜ /ƻƳǇŀƴȅΩǎ 
reputation.  

While such hospitality is often a reflection 
ƻŦ t9¢whb!{Ω ŎƻǳǊǘŜǎȅ ŀƴŘ ƎƻƻŘǿƛƭƭΣ ƛǘ 
must be managed with due care, 
transparency and accountability.  

The respective Heads of 
Department/Division must exercise proper 
ŎŀǊŜ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ /ƻƳǇŀƴȅΩǎ ǊŜǇǳǘŀǘƛƻƴ 
from any allegations of impropriety. This 
includes exercising sound judgment when 
considering the reasonableness of 
expenditures, managing complete an d 
accurate records and documentation to 
support transparency and mitigate the risk 
of any actual or perceived impropriety.  

¶ Is it permissible for PETRONAS to 
purchase a corporate club membership 
for the CEO of a PETRONAS Group 
Company? 

RESPONSE: The purchase of a Corporate 
Club Membership for the CEO of a 
PETRONAS Group Company may be part of 
the benefits that come with the position. 
Kindly consult your Human Resource 
Department to advise on the relevant 
company policies and procedures 
governing  the matter.  

If the purchase of a Corporate Club 
Membership is intended for external 
stakeholders such as government or public 
officials with whom PETRONAS has 
ŘŜŀƭƛƴƎǎΣ ǘƘƛǎ ƛǎ ŀ άǊŜŘ ŦƭŀƎέ ŀƴŘ Ƴŀȅ ōŜ 
perceived as being given with the intention 
of inducing the person to perform or not 
perform a relevant function, e.g., when 
Company A is applying for a license and the 
corporate club membership is given to the 
person who has the authority to approve 
the application or has the authority to 
expedite the application process . This is 
strictly prohibited under the CoBE and ABC 
Standard. 

PUBLIC OFFICIALS 

¶ A foreign government delegation 
wishes to visit one of our facilities in 
connection with their consideration of 
t9¢whb!{Ω ōƛŘ ŦƻǊ ŀ ƳŀƧƻǊ ǇǊƻƧŜŎǘ ƛƴ 
their country. The facility is in a remote 
location. May I offer to have 
PETRONAS line up and pay for 
transportation and overnight 
accommodation?  
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RESPONSE: Any proposed provision of 
items or services of value to public officials 
needs to be closely scrutinised. 
Confirmation should be obtained from the 
legal department that providing the 
transportation and overnight 
accommodation will not be illegal under 
the laws of the foreign government or 
prohibited by the terms of the bidding 
process. Your Head of Department must 
review and pre - approve any such offer in 
consultation with the legal department or 
the Legal Compliance Department (LCD). In 
no event m ay the offer be made in a way 
that suggests it is contingent upon or in 
exchange for favourable treatment for 
PETRONAS in the bidding process. If the 
site visit is not associated in some logical 
way with the project, it would be advisable 
to find a way to decline politely.  

¶ I am invited to attend a dinner 
organized by a government agency. I 
represent the Company for the 
monthly meetings held by the agency. 
Can I attend this dinner?  

RESPONSE: Yes, you may attend the dinner 
subject to the approval by your Head of 
Department.  

¶ Is it permissible to purchase 
merchandise or tokens of appreciation 
from the PETRONAS Gift Shop, with a 
value of RM250 per person, to be 
given as gifts to attendees of 
t9¢whb!{Ω ǇǊƻƎǊŀƳƳŜǎ ƻǊ external 
speakers, including public officials?  

RESPONSE: Gifts of nominal value bearing 
the PETRONAS logo, given out as door gifts 
or tokens of appreciation, falls under the 
exceptions provided under the ABC 
Standard. Employees are however still 
required to obtain permission from their 
Head of Department (HoD) i n consultation 
with the Legal Department or the Legal 
Compliance Department.  

¢ƘŜ ǘŜǊƳǎ άƎƻǾŜǊƴƳŜƴǘ ƻŦŦƛŎƛŀƭέ ŀƴŘ άǇǳōƭƛŎ 
ƻŦŦƛŎƛŀƭέ ŀǊŜ ǳǎŜŘ ƛƴǘŜǊŎƘŀƴƎŜŀōƭȅ ƛƴ ǘƘŜ 
CoBE and ABC Standard. 

! άǇǳōƭƛŎέ ƻǊ άƎƻǾŜǊƴƳŜƴǘ ƻŦŦƛŎƛŀƭέ as 
defined in the CoBE includes, but is not 
limited to, candidates for any public office, 
officials of any political party, and officials 
of state- owned enterprises other than 

PETRONAS. It may also include an officer 
or employee of a public international 
organization (for example, the United 
Nations or the World Bank).  

Caution must be exercised when dealing 
with such officials. Employees are required 
to obtain permission from their Head of 
Department (HoD) in consultation with 
their Legal Department or the Legal 
Compliance Department. Heads of 
Department must also exerci se proper care 
and judgment as well as be guided by the 
PETRONAS Stakeholder Management 
Guidelines when coming to a decision.  

¶ Lǎ ǎŜƴŘƛƴƎ άƎŜǘ ǿŜƭƭ ǎƻƻƴέ ŦƭƻǿŜǊǎ or 
fruit basket  to a public official in 
Ǿƛƻƭŀǘƛƻƴ ƻŦ t9¢whb!{Ω bƻ DƛŦǘ tƻƭƛŎȅΚ 

RESPONSE: While PETRONAS typically 
ŀŘƘŜǊŜǎ ǘƻ ŀ Ψbƻ DƛŦǘΩ tƻƭƛŎȅΣ ǘƘŜ ƎŜǎǘǳǊŜ ƻŦ 
ǎŜƴŘƛƴƎ ΨƎŜǘ ǿŜƭƭ ǎƻƻƴΩ ŦƭƻǿŜǊǎ ǘƻ ƻǳǊ 
stakeholders, including public officials, is 
not explicitly prohibited. This act can be 
considered a courteous expression within 
the context of networking. However, in 
doing so, you must ensure adherence to 
the following guidelines:  

ς Conscientiously maintain the 
highest degree of integrity;  

ς Always exercise proper care and 
judgment;  

ς Avoid conflicts of interest;  

ς Refrain from taking advantage of 
your position or exercising your 
authority to further your own 
personal interest at the expense of 
PETRONAS; 

ς Comply with applicable laws, 
regulations and PETRONAS 
policies and procedures , including 
to accurately record the 
ǘǊŀƴǎŀŎǘƛƻƴ ƛƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ 
books and records . 

¶ I was invited for an impromptu golf 
outing  by a public official  and he 
asked me to pay for a new golf attire 
as he did not pack any golf attire for 
Ƙƛǎ ǘǊƛǇΦ /ŀƴ L Ǉŀȅ ŦƻǊ ǘƘŜ ƻŦŦƛŎƛŀƭΩǎ ƎƻƭŦ 
attire which will cost approximately 
RM3,000? 
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RESPONSE: By exercising good judgment, 
you are more likely to make the right 
decision. In this scenario, it should be 
immediately clear that golf attire worth 
RM3,000 would be considered a lavish gift 
and does not meet the criteria for 
permitted exceptions under the  PETRONAS 
No Gift Policy.  

Additionally, employees are prohibited from 
using their entertainment expense 
entitlements to purchase gifts, as this 
would constitute a breach of company 
policy. Similarly, providing a gift using 
personal funds to avoid seeking pre -
approval or circumvent PETRONAS policies 
is strictly not allowed.  

In such situations, the employee should 
politely decline and explain to the official 
that making the purchase would be a 
violation of the CoBE and ABC Standard.  

¶ A government official whom we 
frequently liaise with has asked 
whether we could arrange for a golf 
outing for some members of his team 
and some of our personnel? Can we 
accommodate him?  

RESPONSE: Organising golf games is 
recognised as a legitimate way to network 
and build goodwill in business relationships 
and is generally unobjectionable, but it 
must be appropriately authorized and 
conducted with care and transparency to 
avoid any perception that the hospitality is 
being offered in exchange for an improper 
favour or advantage.  

Where the hospitality involves public 
officials, additional caution is required. You 
must first obtain confirmation from the 
legal department or Legal and Compliance 
Department (LCD) that such hospitality is 
permitted under applicable anti - bribery and 
corr uption laws, and that it complies with 
t9¢whb!{Ω ƛƴǘŜǊƴŀƭ ǇƻƭƛŎƛŜǎ ŀƴŘ 
procedures. Proper documentation, a clear 
business justification, and prudent 
judgment are essential to safeguard both 
PETRONAS and its employees from the risk 
of reputational or legal exposure. 

¶ Given the recent arrival of the new 
Ambassador to the Malaysian Embassy 
here, we are considering organizing a 
meeting, potentially over lunch, to 

facilitate introductions. We would like 
to host lunch for networking purposes 
with no intention of seeking business 
advantage or personal gain. Our 
objective is to continue to foster good 
relations with the Malaysian Embassy, a 
key stakeholder in the country. Is this 
permitted under the CoBE and ABC 
Standard, in relation to dealings  with 
public officials?  

RESPONSE:  If approved to host the lunch 
by the legal department or Legal 
Compliance Department (LCD), you must 
ensure that the hospitality provided is 
reasonable, modest in value, not excessive, 
and proportionate to the official 
designation of the public official  and not 
his/her personal capacity. Proper care and 
judgment must be exercised to avoid any 
perception that the hospitality is offered in 
exchange for a future benefit or outcome. 
All related documentation (including 
invoices and receipts) must be properly  
recorded and stored.  

SPONSORSHIPS AND DONATIONS 

¶ A local charitable organization in an 
overseas operation requests a $20,000 
sponsorship from PETRONAS for a 
community event. You learn that the 
chairperson of the organisation is also 
a senior public official  who oversees 
regulatory and licensing matters 
involving PETRONAS. The event is 
legitimate, but the public official  hints 
that supporting the event would 
άǎǘǊŜƴƎǘƘŜƴ ǘƘŜ ǊŜƭŀǘƛƻƴǎƘƛǇΦέ ²Ƙŀǘ 
should you do?  

RESPONSE: You must not proceed with the 
sponsorship. Even if the event is legitimate, 
the involvement of a public official  who has 
regulatory authority over PETRONASτand 
the suggestion that the contribution would 
άǎǘǊŜƴƎǘƘŜƴ ǘƘŜ ǊŜƭŀǘƛƻƴǎƘƛǇέτcreates a 
clear risk of the sponsorship being 
perceived as a disguised bribe or an 
attempt to gain favour.  

In such cases, you should:  

ς Immediately escalate the request 
to your HoD, your Legal 
Department, or Group Strategic 
Relations and Communications 
(GSRC). 


